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[ 11*111] 
1M3H9MN2, 

mMmyvfyj*. &tz\m%mim%m7°v?yi±%mtrthwmt* tut. 

B'jI27'- h rn/ 5 < mlS$'JP7n 7 ? A<7)f«> >u-b\ Iulffil^ii)^ffl7 - 
h 7°n y y a £S^< Miail^i!j#ffl$iJfflI7n A^yn-K, *j j ^'MIESW7° 

Jt {±H 2 <7)$M<7) V vfft.-C& & £ ^iJliif L , Miam MiaiSW7o^^ 
A^77>-n-K£^firU iHEII2«o«JS<o|g{;«, Mia$W7n7'7A^7*}yo- 

[ 11*114] 

11*11 1 - 3<ov vtffc* i iinietK^*»f*»a[His^a^fc mfiaswgpji , Mia 

Cif*JS5] 

ff*ii4ia®^»*sa0S&^M(=feuT. MiaffiijpgPtt. wem or* 
t as? 2 <wm tziruT? bT-fiz&mi&ztmmt-tz ¥m&mt®&m& 

mmi^sm^frimizmi^mtmmmm.iz&^x. mmrrmz. m 
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3--?7-?mmti2> T^mm* tut mi^nm* t d mmx-mmm** 
miitzr-bruyj&ftimxtv t, 

WSSmr u ^7 a I) »^14>c tut, 

[fS#ll8] 

Mar-hrn^^Ata^xMieMpra^A^r^yo- r itiiaas«)#ffl7- 
hra^^Ats^xMiaffi^sj^fflS'JPrn^^Acor^yo- h\ nxitmsMwr 

n^7A, *^(±luiaM^»)ffffl$iJtPrn^7A^^-r^HcS^'< ituia^SIStt^t u 
WSM1«<Ht -3 1 Zffit , 

MCMIMNi, 7-ht-H;:J:4jgjp#tc:fci,vt. lyia^^tt^^UWStt^^T 
fri^»rn^7A<o^yn-H^tfL^^;t*1tafc^ST-^a^TA. 

iO, miatiigMa^aA^^MiasMrp^^Aw^^yn-H&iiffL/sitic, mie 
^«^tt^< * y of- 9 w& iz Miam 2 <wm t % h 7ut 9 h r- 9 izm # mt & z. t 
zmLt-thT-9mm*/XTj*. 

itti%7^9<?)^i t tifr i mzMmnT-fimi/ATMz&^x , t»j»ii. itria 
$ijprD^7A^|{fia'ttwiga*^r^yn- H-rsMic frfarof-? hr-? & 
if^au hk ttdtm2<7)W&n^i c ixx'fo&frzmMt&c\tzm&tthT-9 

immu 

if*ii7-i o^v^m^i^ia^T-^Mav^rA^tjv^T. mm^mfamm® 

^hz\t*%WLt-?Z> ; r-99mi'X7-&. 



BNSDOCID: <JP 20043 18330A_J_> 



BNS page 3 



(4) 



ft 0H2OO4-31833O (P2004-318330A) 



[00 0 1] 
[0002] 

79«y^a^*'J^if<7)^#^tt^^i;*W^ilTV^V\ > t,vb»9>S N ROM (Re a 
d Only Memo ry ) V^A ?n3yea-?&^^fteMf E^g^T 
-^^a^XrA^t'fc^^-S) . IJROM l/XV-f 7 n =? y t° j.- 7 fc i; 7 

[00 03] 

zmz &tstz*b<7)m% &m\my°u7y a & ^yn- n-fi>7° 07*5 at-* & . 

[00 04] 

^LT\ ROMl/Xv^nayhV-j'lt 7-hrn^7A^J; "97"7ya-HL7t 

#§a.^.$ijfflirn^7Ana'3"^-r s 7 5 7 ^ ^ ^ u kix— fr- 7 

[0005] 

[^^^Liot-rsiBlS] 
[00 06] 

[0007] 

L*»U R0Ml^xv^7nayh°i-7«§li*l$^TV^7-h7n77A^fflv^T. 

*#ii»SJffl!7*o^7Atf5ft*> , 5t. 77 7 yi>t U Ofl^ffi UWTn7 
7A£7'<7yn-KL7t:*§£\ ^ROMl/^7>( ^nayta-^^U. 7ryya 

[00 08] 

[00 09] 
[00 10] 

[ mm * ffikt h tzfocD^® ] 

[00 11] 

Wlfi^t'J £$Mt£»7°n77 A£7>7yn- Htl.7- hrn77A^fgtt£ 
ilfc^^fftHl^gX-^oT. 7"-h7°077A^S^"^T, SW7°n7'7A^7"»7 

tr » 1 , i Ttii^ 2 oDOiov^T* a u Hi ^*t«co|gt{isijflf r o 7 
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[00 12] 

ttz. *m<n*nmwn<nwmmmz^-t. 

[00 13] 

ztmthwv&x^Jt. y-hrvr'yMzm^T. umruyy^w^yu- 

[00 14] 

MfflTufy^zwyv- h-f 67- b7°u7'yj±ffimztitz*mmkmmmwx 

mmm-tm^mimmmru^y^y^yu- birm^mimr-bywy 

mftm\m7u?y^m^hw%!&* t u t . 7*- h7n/7A{;io'<Ma7n^' 

y^yu~v\ axmmruyy^^ ±tzi±mi?;mimmffl?v7yM,<D^-ftiMzm 

mmz&^x. ^Fit^tt^^ vizmfiztifzynj-? bT-?izfotxmi . ttzim2 
cvimcri^-ftiX'fo&frzmwiL. m i ^tm^mzmmru^y^y^yu- f % 
mnt.m2 ^m^x&mru ^y^r^ya-bimm^^ <vx-h h . 

[00 15] 

mm^zti&hcvxfoz,, 

[00 16] 

U £$i]ffltl>$M7°n?'7A£^ yn- K-fl.7- h7W7A^f§lft£ft*:7- 

7bT-?m&&i. mi. ±tztem2<7)vme>^-fixx$)Z>frrmi. mi^m 
com^mmm^mmt^cDmmrny-yA^^yu-bmni. &2<nim<miz 

[00 17] 

m^mmmmwt£^h^-?m^x-rAx%^x, ^mwmmmmt, 

UWl* * V i Vmt h WM7 a ? y A £ ¥ ^ V a - H -f h 7"- h 7° □ ? 7 A , *j J; t^p 
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. ttzitm^m^mmy'n^yA^-ftiMzm^K^u^^^ vcomiwrn^To 
um^timi, mwmt. r-b^-v^^mm^zn^x. rnf^Nf-^cjE 

yKW+jyu- K*JH¥U »2^>ttJffiwltlfcUi©Jfflirn/5 KtoWvu- K£Hff 
[00 18] 

[00 19] 

H2c7)T-^Mii^xfAt=fc(t§»^7n-f-^-h s 115(2, mi^^mmmB 
mwizmmmmm. H6(2, ni^2S#:*«[B]i?^atcfctti»4^?^^Bjii 
. 117(2, m2^T~^m^xT-uzm^mmmmm^di^^mmx'hh. 

[00 20] 

*£*6«>J$BfciJ V , ¥»fte£RIII8frgS 1 J2. ti t £tf, CD(Com P act D 
isc)^DVD (Digital Versatile Di sc)^i;'£0ifU? 

mmzmt^tix^mmcon^^^n on ^iciit^, *fa 

[00 2 1] 

i o^mtmmmms 1 (2 , £<9^»$stt* * u awasiiT v ^ 

(2. 777y^t'j (^fffitt^t'j) 2 (@2 ) ^Ka^$/rrv^a. 

[00 22] 

^SKteMSmSSHH 1 {2. HI C^-f J: o (C. 4^M£fi-( CPU:Centarl 
Processing Unit) 3, RAM (Random Access Memo 
ry) 4, T-?&jIi->y h5, »|9ii*3 > r- u-y 6 , BSC (Bu s Stat 
e Controller)?. J3M0K8, 7n-y7MI2l9, 7*- FROM (Re a 
d Only Memory) 10. (Input/Output) df-h 

[00 23] 

CPU ($W35) 3(2. WtWBrS^ififc'tiot 75 -yya^t 'J2«g|ft§ 

T t, sBffi LTiK d h ^M&T- ? J2 7 5 >y ^ A ^ * U 2 |C * » § tl h . 
[00 24] 

RAM (JWHfcXty) 4(2, ffiB#if^aiL/»#a^^^^^iJT-$)0, AflWJr 
-^*GiMi--y h 5(2. If j2EI888fctjltS#l'>'*;*? J S> I /O*- h P&iWf-^lg 
[00 2 5] 

f J 0 2=^ 3 y h n - 7 6 (2 . CPU3 ■**-tf>fl&<DE5aiI|g& 8 & if *» £ £>80 D 3i WiOftj 

fPS:tfo 0 bsc 7(2. TYvxsmMtm. rm?>u uz&ttdmm 

[00 26] 

jfB20Sg8(2. fcfciif, WDT (Watch Dog Timer) 11, ^712 
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, TPU (Timer Pulse Unit) 13. PPG (Programmab 1 
e Pulse Generator) 14. SCI (Serial Co mmu n i c 
ation Interface) 15, A/D (Analog/Digital) 
§116, HXX/D/A (Digital /Anal o g ) 1 7^rt>4>«J$§iXT 

[0027] 

WDT1114. **«*»llI^IKl^»*=flr^Effl*1ta. * 4 -7121^ fcfcitf 
s 8t*«x h^^y^Sr^-xt Lfc^-fvtfti. TPU 1 3(4. PWM (Pulse 
Width Modulation) 8BB£ifi7J't4c: WtHNvtM. 
[00 28] 

PPG l 4(4. ffS^SBtJi^^xS^-c/^aj^aogS^S-iirft. sc I l 5(4 

. ftmmzti&T'UxtisVTivmmzfioJ y?7±-xx*fo%>. A/Dsaft&i 

[0029] 

CPU3. RAM4. T-*lKJ*J-->y r-5. #J9 > 6 . BSC7. 

[00 30] 

7-hROM {-f-VTuyyJjmm^)) 1 0(4. 7^y^^U£ftJ»TS$lJ 
[00 3 1] 

I /0*°- h P(4 . T-^^$i|«fI^ i?#Aatfj £ixS»i-°- h T"$>& . 
[00 32] 

CPU3. RAM 4 . r-^Kili-'x h 5. BSC7. £41/7- V ROM 1 0(4. ft 
»AXB 1 Sr^Ltffl5Wggi$ilTV^|, 0 BSC7. iiit/Bf^ I /0*°- h P(4. 
?H»VN*xB2S:^LTffl5:tSNSS$<lTV>S. SflOS^^r-n-^e. BSC 7. jfia 
0S#8. &£>l/(Ci9r£<9I/0;K-r-Pt4. JlfflAxB 3 £^LTffl5(^;fve'tlg3i£ 

[00 33] 

122(4. ¥mwmmm%i&mizm^xT-?mw^x^Ai8mj&uz~M$: 
mmmmmm ) h . tj 4 h h cgsggs fift-f < h 9 tub ( f-^aig 

H) DS&fc>£>IM£*r0^ 0 
[00 34] 

*XrHfcr a? F^7"I^DS(i. fcfcitf* ATAP I (Advanced T 
echnology Attachment Packet Interface) Ax 

[0035] 

T^SffiffiflWSi&fc'fcfTo. .I<0r-rX?h'9M 7'^g D S £(4 . *f^?H^l< 
5 A fWmfc if £ fr o ¥«*mw£&s K J: 7 9 * a* t U 2 6*uO* 

[00 36] 
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, ^mfammmmm 1 t±. myy -y is*** y 2 wsirt^fL^rr y 7--^ 3 >-7w 

T^^^TftvM X7$ftcDK7^ TTfiflfWSrl? 3 . 
[00 37] 

[00 38] 
[00 39] 

xyTPR^f^^rnr? t-T-^cofl. r-^AxiH. jgijxyr, &J:VliJiip 
[0040] 

7hX'J7PR(; r ALL H ' F F j (fcfcitf, 7"nf7 hX'J 7PR^XiJ7t 
1' <?>r-*#lgtt$;fvO*S#JB) Wnr7 hr-^^'fSlft^tLT^I.^. $M 

[004 1] 

£tz. hX'J TPRt: TALL H ' F F j J^hC07°Or^ hT-^^SIft$tL 

^PR^Tnf? r ALL H' FF j s £fc{± r ALL H'FFj^h 

[0042] 

[0043] 

s * X V H £> 7 7° 'J 7"- >- h V 7'u 7 A & t'O J--if f' - ^ £ 7 7 7 >- a A ^ 
y2(CS#Ji^, 7nf? NT-^SrlSS'tl.i-C-cOW^oUT. H2. is «k #134 0 
7 0-^~h?rfflV^B3t-S», 
[0044] 

[0045] 

S-f. 'J-fe<y HWUBfcSfU ^ftS«[H]^ai^7-h^-HtaflL (Xf77S 
101). CPU3{±. 7"-hROM10K777ya^tiJ2«$M7'n/7i,^^' 
^yn-K1-££^7-h7W7A£1^aj-f (AIT), 
[0046] 

[0047] 

ESKtfi J: a fc. W**S0ff^S 1 tl±, y -fe •/ h^FRE S t . SISSSifFE- H s 
4fctt7-h*- Kt- Kl^t-KSf ( 7- h*- Kt££ffl!7f«^ ) MD 0 

[0048] 

fcfcitf, y-fe v MSHPREStc:' 0' (Lofi^-) #A*§*ifcliffct;mtfls£Slll» 
SHl*fJ-byMj9Bi:*«3 («J1) , t-KSfMDlt' 0' . t-KSfMD 

2 fc' r ( h i ft # ) ^atj £ii£i?«±f£¥2»ftmm»£ig 1 #3i*»ftsE- f fc 
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t£h («IJ2) . 
[0049] 

iti. t-WMD2, OK' 0' , t-hWMDlt' 1' #7Jl$ill>i:, $3$ 

Mmmmm 1 iit*- K(c»w4 j 3 ) . 

[00 50] 

Xr-y7°S102) . CPU3(2. 77-yva^ ; E'J2c7)roT^hxUrPRt*^S ! 
i^T^I>7 0 PT^hT-^^#IlL (AIT' ) , l7of;bf-i'A s 7nf^htt 
!Bfc*oTv^*\ S^Sr^BrtS (xt^rs 10 3). 
[0051] 

cots, tot? bf-^^raf? hvm m2<wm) t^x^imz^ *m 

Xr-yTS 104). 
[00 52] 

X-r>/7°S 1 0 3<7)9Smt,Z$5^X* 77 7^*^ 2<7)7°Of-;7 hf-^i s 7nf^ h 
Vmk%-oX\^t8r& (*1<0«!B) fcti, CPU3(i> 7'-hTn^^tc«^V^T 
. 777^t U 2cO$iJffll7W5A ( A.2T) h Ht>£> S C I 1 5 £tf-LT R 

AWUCr/^yn-K-t-g, (Xf77S 105) „ 
[00 53] 

ZlX. CPU3{±. RKMA^zy^yu-Y^fimmr'oyyMzm^X (Xf7 
TS106) . 7Jvis**V)2<rfc*V&/m$mfc*imth U3Y) . 
[0054] 

■/TS10 7) , ^ft^tHIHSOIUi. 777y^t'J2«f-^S(Xf77' 
SI 08). iittti37yK(;fot777ya^^ l J2^f-^«a^(Xf7 
7*S1 09) 
[0055] 

tztUf. X-r-yTS10 7c^MatcfcV^T. T7° 'J a yro^AfciWH-- f 
[00 56] 

<I?)=?-?yK£gftK&i:. *X hH^i— (A4T) #¥SS#£StlII»gH 
lfcitifiSfl. SC I 1 5£tfLTRAM4fc^yn-h*$f'U,. ^LT. CPU3IS 
, $iJ{jprn/^A^S^>'V->T. RAM4tcy^yn-H$^^-Hf'r-^&77-yvj. 
**'J2<a£flp:yTDRfc3£&tf (A5Y) . ;<9<b^ C PU3U:. 757^ 
*>J 2i07of? hxUTPRK. f H ' F F j W?h^ffiMl£7°n-f? hf-^t L 

[0057] 

ftlH^kt ^Mf 1 iV- b ^ - K C J; ^ LT t , Xf77'Sl 0 

"semmz&wx. tvt? hT-?&Tv^7 bimtzc~>x^z,tmmtz>cDx\ * 

[00 58] 

■IfUcJ: 0 s 777y^t D 2 WStt^^^-Tr-^^H^^a^M^t'^'K 

- Kfcl»±-r&i i:0*C*4«DT> ^f^t'CJ; I i— fr-^cD^aj L&if&fi&it 
■fl> 

[00 59] 

•c, mim^xmm-th. 
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[0060} 

tf)<KiMH^ fcJ:t/lWrn^7A^ffs#^fc(t|>^2S^«[ilS^Sl. fcj;t/*xh 
[006 1] 

r H- oo j ^m^mmmsmmnzmmmmti. *mmmmmsui. mi 

fc r H' 00 j OLow^/«12:iJSLTh--y hl^-h^ft^L. fci:;UfRS-2 
[00 62] 

[0063] 

*<9gL ¥3*ttlMiflsIS&gE 1 ii. t*-y h U- KOgJSRTtfteHi: LT r H' 0 0 j & 
ifcoi/-^ hr-^^xhHfcriUfttS. **Mili, r H ' 00j £^I-f&i:. fc 
£Hf s r h ' 5 5 j ££<D 1 hf-^ Sr¥»tt&»@»ga 1 t&fc-fS . 
[0064] 

r H ' 55j *>T-*£gWKSfc. 777y^t'J2^7 

# r H ' F F j T&itlf , mmyufy ACO^^yu- Yt^mThhZ. t &7fit r H ' 
A A j & if Or- * & *x h H tJMftt 5 . 
[006 5] 

tti. ^mimmmsmwiii, rornf-^*' r H - ff j mvxhmi, mmr 

[0066] 

ft (N) *±£uU K Tft^M r*oflS£2A>f hiHWtS. ^LT, ¥3*fte6«[sl&g 
Illi. gffL/s2AW hf-^xa-A 7 ?tl). 
[0067] 

es-ts ( neiis <o mt ) . % ix . -tKx or- t^m^i-th t . Tmmmm 
imrnm, aaj **zhmzmmt&. 

[00 68] 

*»vC, fflftTn^AW^frfciJ^T. *mfa$kimmgg.l\±. RAM 4 l/ZWif]£tl 
[0069] 

[0070] 

4fes *»0«cfcUTJi. 7'nf7 hr-^^¥« (H4 , Xr-yTS 10 3)* 
\z v bu-h(D£h^&frW%7Uzmzft-oX^tt\ znyuT? bT-?nmn& 
MzmfcZftZ lar&t&W 
[007 1] 

fzttlL t'ybU-hcry&bik&fr (04. Xf 77"S 10 2) ©Jflf Tn^? 

ASrRAM4t;^'7yo-F (04. Xf77"S105) LfcfMriT, rnf^hf-^ 
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[0072] 

*^(±H?ieilJ6O^cll^$^St,c0t1i=3r< . -5-<7)Sf ^iajWU^v^SEH-ca^SS 
[00 73] 

tilt. OTOfcfcDT'&S. 
[0074] 

( 1 ) TOBfctt.** U^^-ifT-^^*#ji^f^ll2^mit : Srl.rnT^ hr- 
[00 75] 

( 2 ) jja ( i ) izx *) . ^mw&*± u &Ko?h$^rv^^o. wmm**vvm 
mi ] *mv-mbmmiiz£&^ti^®mm<7)'7v'y?mx'i>h. 

[112 ] lllc7)^ftmmil]S^S^fflUTff^L7t:T-^^il^TAc07n.y^ilT- 

[ a 3 ] n 2 ^^smm^s^^-ij^^- f tzttm-s, 777^?^ <wj,ijz 

[15 ] mi^mikmM$mmzMi&tKmmtmxfo&, 

[ii7 ] m2VT t -9W£i'XTj*izt5mMmmmam.zmmBmx*$>&. 

1 ¥3ft£ixiEift£K 

3 cpu(MM) 

4 ram (Sitt^ty) 

6 SI yhn- 7 

7 BSC 

s ®m& 

10 7- h r o m ( 7- h TP yyMmm * U ) 

1 1 WDT 
12 

13 TPU 

14 PPG 

15 SCI 
16 

17 D/A£J&£ 

1 8 r— ^^IxXrA 

h *xh (ffi»i^a) 

d s ?4Z? YyA ym. (T-?mmmw) 

P I /OjK- h 
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(57)Abstract: 

PROBLEM TO BE SOLVED: To prevent leakage of user 
data after writing them in a semiconductor integrated 
circuit device allowing connection of an external non- 
volatile memory. 

SOLUTION: When the semiconductor integrated circuit 
device 1 is shifted to a boot mode after resetting, a CPU 3 
reads a boot program for downloading a control program 
for a flash memory 2 from a boot ROM 10. Subsequently, 
matching of a bit rate with a host H is carried out, and the 
CPU 3 refers protect data written in a protect area PR of 
the flash memory 2 for determining whether the protect 
data are in a protected condition. In this process, if the 
protect data are in the protected condition, the 
semiconductor circuit device 1 is set to a standby condition 
(a sleep condition or an endless loop), and consequently, 
downloading of the control program cannot be executed at 
all. 
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